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DETAILED ACTION 

Response to Amendment 

1. Acknowledgement to applicant's amendment of the specification has been noted. The 
amendment has been entered, reviewed and found to obviate the objection based on incorrect 
reference numerals. Objection to the specification is hereby withdrawn. 

Response to Arguments 

2. Applicant's arguments with respect to the rejection under 35 USC 102 of claim 11 have 
been considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

4. Claim 11 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

Claim 1 1 is a method that contains the following steps: 

"transmitting by a central management module to the master terminal a first secret 
code and transmitting by the central management module to each slave terminal a second 
secret code in a biunique relationship with the first secret code; 

storing the first secret code S m in the master terminal and the second secret code 
S s in each slave terminal" and 
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"inviting said user to enter the first secret code S m in said slave terminal if said 
first secret code S m is not already stored in the slave terminal or if said second secret code 
S s is not in a biunique relationship with the secret code S m previously saved in the slave 
terminal." 

In the above method steps, the codes S m and S s , which are in a biunique 
relationship, are transmitted to and stored in the terminals. From these steps, it is unclear 
how the codes S m , stored in the master terminal, and S s , stored in the slave terminal, 
would be in a non-biunique relationship. The user will never be invited to enter said first 
secret code S m in said slave terminal. Claim 1 1 is indefinite as to what will happen if the 
codes are the same or in a biunique relationship. 

Claim Rejections - 35 USC § 102 

5. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

6. Claims 11 and 21 are rejected under 35 U.S.C. 102(e) as being clearly anticipated by 
Moroney et al. (US 2003/0097563), hereafter referred to as Moroney. 

Regarding claim 11: 

The step of delivering cooperative keys to both the master and slave terminal 
from a common source is shown in (Moroney [0019]-[0023], [0031], [0036], and 
[0037]), which teaches that a central "authorized agent" distributes the identical keys to 
be used when configuring the boxes. 
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Regarding claim 21: 

The step of not authorizing a terminal to be used if the master and slave codes are 
not compatible is shown in (Moroney [0031], [0036], and [0037]), which teaches a 
system in which both the master and slave boxes must contain identical authentication 
keys in order to work correctly. 

Claim Rejections - 35 USC § 103 

7. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

8. Claims 12-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over Moroney, 
in view of Okimoto et al. (US 2002/0051359), hereafter referred to as Okimoto. 

Regarding claim 12: 

Moroney does not disclose a system in which the codes are distributed inside of 
EMMs that are sent to each individual terminal. 

The step of sending an EMM to each individual terminal is shown in (Okimoto 
[0010], [0011]). 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Moroney to deliver an EMM to each terminal, as taught by Okimoto, 
so that each terminal contains individual rights and privileges and cannot be used to 
intercept the signals being sent to other terminals. 
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Regarding claim 13: 

Moroney does not disclose a system which generates new first and second codes 
at variable frequencies. 

The step of generating new codes at variable frequencies is shown in (Okimoto 
[0013]), which teaches a system in which terminals will periodically receive renewed 
keys that are necessary for the decryption of broadcast data. 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Moroney to periodically renew decryption keys, as taught by 
Okimoto, in order to stop compromised keys from being valid for extended periods of 
time. 

Regarding claim 14: 

The steps of transmitting and storing data are shown in (Moroney [0019]-[0023], 
[0031], [0036], and [0037]), which teaches a system in which both the master and slave 
boxes must be delivered identical authentication keys. The slave will not decode the 
material if the authentication keys are not correct. 

Moroney does not disclose a system in which the codes are distributed inside of 
EMMs that are sent to each individual terminal. 

The step of sending an EMM to each individual terminal is shown in (Okimoto 
[0010], [0011]). 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Moroney to deliver an EMM to each terminal, as taught by Okimoto, 
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so that each terminal contains individual rights and privileges and cannot be used to 
intercept the signals being sent to other terminals. 

9. Claims 15-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Moroney, 
in view of Le Berre et al. (US 5,748,732), hereafter referred to as Le Berre. 
Regarding claim 15: 

Moroney does not disclose a system where both a master and slave terminals 
contain security processors. 

A system in which both the master and slave terminals contain security processors 
is shown in (Le Berre, column 1, line 62 to column 2, line 22). 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Moroney to include security processors in both the master and slave 
ends of the communications, as taught by Le Berre, in order to prevent malicious 
messages from being created, distributed, or accepted by the master or slave terminals. 

Regarding claim 16: 

Moroney does not disclose a system in which security processors are linked to 
smart cards. 

A system in which security processors are linked to smart cards is shown in (Le 
Berre column 2, lines 5-22), which teaches that the security processors of both the 
master and slave card use smart cards. 
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It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Moroney to link smart cards with the terminals, as taught by Le 
Berre, in order to provide strong authentication in a flexible, secure, standard way with 
minimal human intervention. 

Regarding claim 17: 

Moroney does not disclose a system in which smart cards are paired with 
individual terminals. 

A system that uses smart cards paired with individual terminals is disclosed in (Le 
Berre column 4, lines 24-31), which teaches a system in which each smart card is 
uniquely paired with its respective terminal. 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify Moroney to pair smart cards with terminals, as taught by Le Berre, in 
order to prevent smart cards being moved from a valid receiver to a stolen, illicit, or non- 
privileged receiver. 

Regarding claim 18: 

A system that transfers cooperative master and slave codes to respective master 
and slave terminals is shown in (Moroney [0036]), which teaches a system in which 
identical authentication keys must be delivered to both the slave and the master terminals 
in order for them to communicate correctly. 
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A system that will only decode messages if the slave contains the same key as the 
master is shown in (Moroney [0037]), which teaches a system in which the slave will 
only continue operation if the slave has the same authentication key as the master. 

Moroney does not disclose a central subscriber management module, an EMM 
generator, and a scrambling platform. 

A system that contains a central subscriber management module, an EMM 
generator, and a scrambling platform (Le Berre column 1, line 62 to column 2, line 4), 
which teaches a system with a central management device that generates and encrypts 
entitlement management messages. 

It would have been obvious to one of ordinary skill in the art at the time of 
invention to modify the teachings of Moroney to generate and encrypt EMMs at a central 
source, as taught by Le Berre, in order to distribute corresponding EMMs to the correct 
terminals and prevent other terminals from intercepting or decrypting content not 
intended for them. 

Regarding claim 19: 

A system in which a single master terminal is paired with a single slave terminal 
is shown in (Moroney [0018]), which shows a master decoder attached to at least one 
slave decoder. 



Regarding claim 20: 

"A system according to claim 18, comprising a plurality of master terminals and a 
plurality of slave terminals." 
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Both Moroney and Le Berre disclose a single master and multiple slave terminals 
for one user. If a plurality of users exists, there would be multiple master and multiple 
slave terminals. 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Tsuria (US 6.405.369) - (Column 7, lines 15-27) teaches a system that sends the 
user a visual indication when the second card is deactivated. To reactivate the second 
card, the user must then insert it into the first terminal. 

11. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 
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12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to CHRISTOPHER B. ARCHER whose telephone number is (571) 
270-7308. The examiner can normally be reached on M-F 7:30-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from cither Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/CHRISTOPHER B ARCHER/ 
Examiner, Art Unit 2432 



/Gilberto Barron Jr./ 

Supervisory Patent Examiner, Art Unit 2432 



